66 Ao pajeisu

G66T JNUe
d0UeJea} ybnous (Irem spJemoy) Y6Z0ELT OU [elas
#9007 OU Jioday|  aAIB 0 BuIyYRL BAOIN Buiysni) [ag 40 JusLanoly TaRE 9w Buiyjiw
MeYsIsH [ G6/v/¢T SUON|  OTHVd| N 9/W| pesy 11 sbbojg
GT/6 0u Loday 53| Ajddng fumny | Buiuesyy Jrems
MBYSIZN [ ¥6/TT/0€
7726 0U Hodoy
MeysIo [ v6/1T/08| 8dfi aixi uou 0} 8buey) axol | pinyy Bumng
Bumn) (686T pave|dar) pani sdois 3 8L6T pajfesu|
1966 0U Moday Juawa|Bueu3 | uado prend Lpm #0209 N3 59 ypm pawired| 9z/06E8 ‘ou [elas
MeUSIOS [ ¥6/TT/Gg| Uoms Yoopalul prenB 4| [ealueydsyy | uomeloa yonyg | seijdwoo Juswdinba eatnos|3 aUON|  Zoevy auoN| "ayre| anuso siiojg
EIETEIE)! "0U Joday
- pajoadsul 3 palinbal adfy fnuap foisiy|  juwssy | Aiwiojuo) arep 3 Anuapl
pajuawajduw uonay plezeq pIezey SalON | 1uapIady ¥SIY|  aandaIg Juawdinb3

‘payIs An4 7 onuauddy - apiyoad sorelado

96/8/6¢ - 9red

*K10)9e4 1583 - WooJ [00] - AjIoeH
aLll LHOI™MM LIMAVIA - Auedwod

Fig. 31

45



46

Chapter 5
SAFETY RELATED CONTROL SYSTEMS

First of all what is a safety related control system? (often abbreviated to SRCS).

It is that part of the control system of a machine which prevents a hazardous
condition from occurring. It can be a separate dedicated system or it may be inte-
grated with the normal machine control system.

Its complexity will vary from a typical simple system, such as a guard door inter-
lock switch and emergency stop switch connected in series to the control coil of
power contactor, to a compound system comprising both simple and complex
devices communicating through software and hardware.

In order to provide the safety function the system must continue to operate cor-
rectly under all foreseeable conditions.

So how do we design a system to achieve this, and when we have done that, how
do we show it?

The draft European Standard prEN 954-1 “Safety related parts of control systems
deals with these aspects.

It lays down a “language” of five categories for benchmarking and describing the
performance of SRCSs.

Table 32 is a summary of the categories.



SUMMARY OF REQUIREMENTS

SYSTEM BEHAVIOUR

PRINCIPLE

CATEGORY B (see note 1)

- Safety related parts of machine control systems and/or
their protective equipment, as well as their components,
shall be designed, constructed, selected, assembled and
combined in accordance with relevant standards so that
they can withstand the expected influence.

When a fault occurs it can lead to a loss
of the safety function.

CATEGORY 1
- The requirements of category B apply together with the
use of well tried safety components and safety principles.

As described for category B but with
higher safety related reliability of the
safety related function. (The higher the
reliability, the less the likelyhood of a
fault

By selection of components
(Towards PREVENTION of faults)

CATEGORY 2

- The requirements of category B and the use of well tried
safety principles apply.

- The safety function(s) shall be checked at machine start-
up and periodically by the machine control system. If a
fault is detected a safe state shall be initiated or if this is
not possible a warning shall be given.

The loss of safety function is detected by
the check.

The occurrence of a fault can lead to the
loss of safety function between the
checking intervals.

CATEGORY 3 (see notes 2 & 3)

- The requirements of category B and the use of well tried
safety principles apply.

- The system shall be designed so that a single fault in any
of its parts does not lead to the loss of safety function.

When the single fault occurs the safety
function is always performed.

Some but not all faults will be detected.

An accumulation of undetected faults can
lead to the loss of safety function.

CATEGORY 4 (see notes 2 & 3)

- The requirements of category B and the use of well tried
safety principles apply.

- The system shall be designed so that a single fault in any
of its parts does not lead to the loss of safety function.
-The single fault is detected at or before the next demand
on the safety function. If this detection is not possible then
an accumulation of faults shall not lead to a loss of safety
function.

When the faults occur the safety function
is always performed.

The faults will be detected in time to
prevent the loss of safety functions.

By structure
(Towards DETECTION of faults)

Table 32

Note 1: Category B in itself has no special measures for safety but it forms the base for the other categories.

Note 2: Multiple faults caused by a common cause or as inevitable consequences of the first fault shall be counted as a

single fault.

Note 3: The fault review may be limited to two faults in combination if it can be justified but complex circuits (e.g.
microprocessor circuits) may require more faults in combination to be considered.



So how do you decide on which category you need?

In order to translate these requirements into a system design specification there
has to be an interpretation of the basic requirements.

First of all let us dispose of one popular misconception. It is a commonly held
belief that category 1 gives the least protection and category 4 gives the best. This
is not the reasoning behind the categories. They are intended as reference points
which describe the functional performance of different method types of safety
related control systems (or their constituent parts).

Category 1 is aimed at the PREVENTION of faults. It is achieved by the use of
suitable design principles, components and materials. Simplicity of principle and
design together with the use of materials with stable and predictable characteris-
tics are the keys to this category.

Categories 2, 3 and 4 require that if faults cannot be prevented they must be
DETECTED (and appropriate action taken). Monitoring and checking are the
keys to these categories. The most usual (but not the only) method of monitoring
is to duplicate the safety critical functions (i.e. redundancy) and compare their
operation.

Perhaps the best way to make further progress is to use examples.

The example in fig. 33 is a simple system comprising a guard door interlock
switch connected in series to the control coil of a power contactor.

If we consider that the aim is toward complete reliability with no possibility of a
failure to a dangerous condition, which of the categories is most appropriate?

The diagram below also shows the location and nature of potential dangerous
faults.

Interlock
Switch Machine
Power — Controls
Contactor Short circuit or J——
N\ earth fault / \
) e | o

i

Contactor
sticking fault

Fig. 33



If we refer to table 32 which type of category is the most appropriate? The preven-
tion of faults or the detection of faults?

The first step is to separate the system into its major components and consider
their modes of potential failure.

In this example the components are:
Interlock switch.
Contactor.
Wiring.

The interlock switch is a mechanical device. The task which it performs is a sim-
ple one i.e. opening the contacts when a guard door is opened. It fulfills the
requirements of category 1 and by the use of correct design principles and mate-
rials it can be proved that, when used within its stated operating parameters, it
will have no failures to a dangerous condition. This is made feasible by the fact
that the device is relatively simple and has predictable and provable characteris-
tics.

The contactor is a slightly more complex device and may have some theoretical
possibilities for failure. Contactors from reputable manufacturers are extremely
reliable devices. Statistics show that failures are rare and can usually be attrib-

uted to poor installation or maintenance.

Contactors should always have their power contacts protected by an overcurrent
cut-out device to prevent welding.

Contactors should be subject to a regular inspection routine to detect excessive
contact pitting or loose connections which can lead to overheating and distor-
tion.

The contactor should comply with relevant standards which cover the required
characteristics and conditions of use.

By attending to these factors it is possible to keep the possibilities of failure to a
minimum. But for some situations even this is unacceptable and in order to
increase the level of safety provision we need to use duplication and monitoring.
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The wiring which connects the components together must also be considered.
Undetected short circuit and ground faults could lead to a dangerous condition
but if it is properly designed and installed using standards such as EN 60204 for
guidance then the chances of failure are greatly reduced.

This system can provide a significant level of safety which may be adequate for
many situations. You may have noticed however that both the contactor and the
wiring are prone to unlikely though theoretically foreseeable faults. In some cases
it may be possible, by taking precautions (e.g. with regard to cable protection and
routing) to eliminate all fault possibilities. If this is not feasible then techniques
relevant to categories 2, 3 & 4 such as duplication and monitoring are usually
both more practical and cost effective.

Interlock
Switch =
I__ﬂ-—l

Power MINOTAUR .__Q-—I Machine
Contactors MSRERT Controls

SAFETY

RELAY

MONITORING
UNIT

Fig. 34

Fig. 34 shows a system which fulfills the requirements of category 3. A MINO-
TAUR MSR6RT safety monitoring relay unit is used to monitor a two channel
control circuit. Any single fault on the wiring or contactors will be detected by
the Minotaur at the next demand on the safety function. NOTE: Although the
interlock switch now has double pole contacts it is still a device which fulfills the
requirements of category 1 - forming part of a system which fulfills the require-
ments of category 3.

This poses the inevitable question of when, and to what degree, do we need to
take such measures.



The simple answer is to say that it depends on the results of the risk assessment.
This is the correct approach but we must understand that this includes all factors
and not just the level of risk at the hazard point. For example, it may be thought
that if the risk estimation shows a high level of risk, the interlock switch should
be doubled up and monitored. But in many circumstances this device, due to its
application, design and simplicity, will not fail to danger and there will be no
undetected faults to monitor.

Therefore the situation is becoming clear, the type of category used will depend
on both the risk assessment and the nature and complexity of the device or sys-
tem. It is also clear that where a total system meets the requirements of category
3 for example it may include devices to category 1.

If there are fault possibilities the higher the degree of risk, obtained at the risk
estimation, the greater the justification for measures to prevent or detect them
and the type of category should be chosen to give the most suitable and efficient
method of doing this. Remember, the level of risk estimate is one factor but the
nature of the protective device or system and the machine’s operating character-
istics must also be taken into account.

SAFETY .
Power : ; Machine
| safety light curtain
Contactors LIGHT yig Controls
CURTAIN
CONTROL
SYSTEM

Fig. 35

Fig. 35 shows the same basic circuit but the interlock switch is replaced by a safe-
ty light curtain.
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The safety light curtain is a complex device. Even in its simplest form it will have
a relatively large number of electronic components including integrated circuits.
More sophisticated types (and hence with more features) may also depend on pro-
grammable devices and software.

To anticipate and eliminate all dangerous faults in an electronic but non-pro-
grammable device would be a huge task and with a programmable device it would
be virtually impossible. Therefore we must accept that faults will be possible and
the best answer is to detect them and ensure that the necessary protective action
is taken (e.g. locking out to a safe state). So we would need a device that satisfies
the requirements of category 2, 3 or 4. With a simple circuit such as in fig. 35 the
light curtain will also monitor the wiring and contactors. As all light curtains are
relatively complex, the choice of categories will usually depend solely on the
results of the risk assessment. This does not preclude the fact that it may be pos-
sible to work to a different category if a device uses an unconventional but prov-
able approach.

We can see from the last two examples that the same degree of protection is pro-
vided by two types of systems using devices satisfying different categories.

Hopefully these examples will encourage a pattern of logic to enable the correct
decision to be made.



